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1. Introduction 
 
1.1 In Hong Kong, growing applications of artificial intelligence (“AI”) 
technology have witnessed remarkable growth in recent years.  Based on scattered 
local surveys, 79% of youths and 32% of enterprises have used or are using 
AI/generative AI (“GAI”). 1   While potential benefits of AI applications are 
apparently enormous, its intended or unintended misuses could have significant 
negative consequences to society, such as (a) privacy and copyright infringement; 
(b) data leakage; (c) misinformation due to selective and biased algorithms; and 
(d) deepfake scams.2   For the year of 2023 alone, the number of such AI-related 
incidents surged by more than 12 folds in the world, prompting more calls in society 
for AI regulation, but not to stifle AI innovation at the same time.  Although some of 
the risks arising from AI (e.g. privacy invasion) can be addressed by existing laws in 
Hong Kong, observers point out that they provide insufficient protection for the public, 
therefore advocating enactment of dedicated AI laws instead.3   Most recently on 
21 November 2024, a motion entitled “Formulating an AI Plus strategy” was passed 
in the Legislative Council, calling the Government to “study the feasibility of 
establishing an AI-related legal framework” for enhancement of “AI security and 
reliability”.4 
 
1.2 Globally, venture capital AI investment has increased by more than 12 times 
in 10 years to US$110 billion (HK$858 billion) in 2024.5  However, very few places 
have enacted a dedicated legislation to regulate overall AI risks, except the 
European Union (“EU”) and the Mainland.6  Instead, some governments attempt to 
regulate certain aspects of AI risks (e.g. algorithmic discrimination in Spain) only.7  
                                               
1 ChatGPT is an example of GAI tools, a subset of AI focusing on the generation of new content. 

See Hong Kong Productivity Council et al. (2024) and 香港青年協會 (2023). 
2 Deepfake scams were ranked by experts as the most serious threat among 20 AI-enabled crimes 

in 2020, with an alarming 10-fold increase in the global number of deepfake scams between 
2022 and 2023.  See Security.org (2024) and University College London (2020). 

3 容海恩 (2024), 李廣宇 (2024) and Organisation for Economic Co-operation and Development 
(2025). 

4 Legislative Council (2024). 
5 TechCrunch (2025). 
6 This notwithstanding, 32 places have enacted AI-related laws from 2016 to 2023.  See Stanford 

University (2024). 
7 The Spanish Riders’ Law protects digital delivery workers from algorithmic discrimination. 

Information Note 
 

Regulation of artificial 
intelligence in the European 
Union and the Mainland 

Research Office 
Legislative Council Secretariat 



2 

For the United States (“US”), the market leader of AI technology, it relies more on 
self-regulation and voluntary standards.8 
 
1.3 At the request of Hon YUNG Hoi-yan, the Research Office has studied the 
statutory regulation of AI in the EU and the Mainland as they are the only two major 
economies which have enacted dedicated laws on AI applications so far, focusing on 
regulation of AI systems and algorithms.  For the EU, the comprehensive legislation 
on AI was just enacted in August 2024, governing all uses of AI.  For the Mainland, 
it adopts a targeted and progressive approach in AI regulation, with the authorities 
rolling out regulatory measures gradually to address their priority areas of concern.  
This Information Note begins with a global overview of AI regulatory challenges, 
followed by a highlight of the regulatory regime and major issues of concerns in 
Hong Kong.  It will then discuss the salient features of AI regulation in the two 
selected places, along with a summary table for easy reference (Appendix). 
 
 
2. Recent global developments 
 
2.1 AI systems and algorithms are the backbone of AI applications, and hence 
the focus of the regulatory authorities across the globe (Figure 1).  Over the past eight 
years, the number of large-scale AI models has surged from just 2 in 2017 to 174 in 
2024, with over four-fifths of the models (i.e.142 models) emerged after the release of 
ChatGPT in November 2022.9   During 2022-2024, the global AI market size has 
increased by 41% to US$638 billion (HK$4.98 trillion), and is projected to triple to 
US$1.81 trillion (HK$14.1 trillion) by 2030. 10   AI has thus become a strategic 
technology and countries around the world race for dominance in this field.  The US 
is now a market leader of AI, ranking first in venture capital investment and accounting 
for 59% of the sum among the places under study (Figure 2).  This was followed by 
the Mainland (20%) and the EU (9%). 
 
 
Figure 1 – Relationship of algorithms, AI models and AI systems 
 
 
 
  
 
 
 
 
 
Sources: Dastra (2024) and 德恒律師事務所 (2024).  

                                               
8 International Association of Privacy Professionals (2024). 
9 They refer to AI models with computing power exceeding 1023 floating-point operations per 

second (“FLOPS”).  See Epoch AI (2025). 
10 Precedence Research (2024). 
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Figure 2 – Venture capital AI investment in selected places 
 
 

 
 

Source: Organisation for Economic Co-operation and Development (undated). 
 
 
2.2 AI technology is globally recognized as one of the four disruptive 
technologies reshaping the global manufacturing system under the Fourth Industrial 
Revolution. 11   While AI applications can bring considerable social benefits 
(e.g. enhancing productivity and reducing human errors) which are beyond the scope 
of this short note, social cost of its misuses could be detrimental.  Apart from 
deepfake scams, there are also transparency issues in arriving at certain AI decisions 
or recommendations.  Based on a study of the Organisation for Economic 
Co-operation and Development (“OECD”), AI harmful incidents have soared by more 
than 12-fold in just one year, from a monthly average of 31 in 2022 to 429 in 2023.  
This upsurge coincided with the mainstreaming of GAI, after the release of ChatGPT.12  
As such, growing concerns are emerging around the world, warning that the regulatory 
frameworks are falling far behind the exponential AI developments.13 
 
2.3 In the face of these regulatory challenges, some global organizations have 
tried to formulate consensuses in AI usage.  For example, OECD issued the AI 
Principles in 2019, setting out common principles about the ethical use, transparency 
and accountability of AI.14  In 2023, the Group of Seven issued the Code of Conduct 
to promote the AI safety and trustworthiness, whereas the International Organization 
for Standardization released the AI management system standard, namely ISO/IEC 
42001. 15   However, all these initiatives are voluntary non-binding frameworks.  
Most recently in February 2025, both the US and United Kingdom (“UK”) refused to 
sign an international AI agreement at the Paris Summit, reflecting the challenge to 
reach such a global consensus.16  

                                               
11 Mckinsey & Company (2022). 
12 Organisation for Economic Co-operation and Development (2025). 
13 LeapXpert (2023) and Wheeler (2023). 
14 Organisation for Economic Co-operation and Development (2024). 
15 Freshfields (2024a). 
16 The Guardian (2025). 
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2.4 Some economies (e.g. Brazil and Canada) are planning to follow the 
pioneering move of the EU to lay down a comprehensive and risk-based AI regulatory 
framework.17  Reportedly, Taiwan is intending to introduce the AI Basic Law to set 
out the basic principles for AI development as well. 18   That said, many AI 
frontrunners (e.g. the US, Japan and Singapore) prefer a light-touch approach, 
relying on voluntary self-regulation to give more room for the emerging industry to 
grow. 19   Taking the US as an example, the Biden Administration published the 
non-binding Blueprint for an AI Bill of Rights in October 2022, supplemented by the 
President’s Executive Order released in October 2023 to set forth the best practice for 
AI.  Nevertheless, President Donald Trump revoked this Executive Order for 
de-regulation once he took office in January 2025.  Moreover, the US Congress is yet 
to pass any federal legislation on AI applications so far.20 
 
2.5 Between the above interventionist and light-touch approaches, some 
governments have enacted new laws to address specific AI risks only.  Taking UK 
as an example, it passed the Online Safety Act in October 2023, criminalizing the 
sharing of deepfake intimate images. 21   In Spain, the Riders’ Law enacted in 
May 2021 requires digital delivery platforms to disclose information about the impact 
of their algorithms on the working conditions of platform workers, as a way to enhance 
algorithmic transparency and protect workers from algorithmic discrimination.  For 
San Francisco of the US, government agencies were not allowed to use AI-powered 
facial recognition technology since 2019.22 
 
 
3. Recent developments in Hong Kong 
 
3.1 The Government has been promoting innovation and technology as a new 
growth engine of the local economy, committing a funding totalling HK$75 billion for 
research and development between 2019 and 2023. 23   More specifically on AI 
technology, it is identified as one of the five strategic industries under the Innovation 
and Technology Industry-Oriented Fund with a worth of HK$10 billion as announced 
to be set up by the Government in October 2024.24  Based on a global ranking of AI 
developments and applications amongst 83 places under study, the position of 

                                               
17 In December 2024, the Brazilian AI Law was already passed by the Senate, subject to the 

approval of the Chamber of Deputies.  In Canada, its AI and Data Act was yet to be approved 
by the Parliament.  See APCO (2023) and Clarkemodet (2024). 

18 Public consultation on the draft law was conducted in Taiwan in July 2024, before submission 
for legislative approval.  See Science & Technology Law Institute (2024). 

19 Reynolds Porter Chamberlain (2024). 
20 That said, over 30 states in US have enacted its own AI laws, with varying scopes and powers. 
21 In January 2025, the UK Government announced that it would introduce a new law to make 

creation of deepfake intimate images as an offence.  See GOV.UK (2024, 2025). 
22 Hilliard (2022) and Wired (2024). 
23 Census and Statistics Department (various years). 
24 Innovation, Technology and Industry Bureau (2024). 



5 

Hong Kong has leaped from 32th in 2023 to 16th in 2024.25  Yet local stakeholders 
comment that further AI development in Hong Kong hinges on (a) enhancement of the 
computing power; (b) facilitating more cross-boundary data flow with the Mainland; 
(c) more proactive support measures from the Government; and (d) suitable AI 
regulation.26 
 
3.2 In spite of the absence of a dedicated AI regulation, it is noted that most of 
the existing laws in Hong Kong can tackle and prevent crimes in both the physical and 
virtual world.27  For example, the Personal Data (Privacy) Ordinance (Cap. 486) is 
applicable to any illegal collection and use of personal data, including breaches by AI.  
That said, the Government has taken a couple of actions to cope with AI applications.  
First on releasing voluntary guidelines to promote a responsible and ethical use of AI, 
including the updated “Ethical AI Framework” by the Digital Policy Office in 2023 
and the “AI: Model Personal Data Protection Framework” by the Office of the Privacy 
Commissioner for Personal Data in 2024.28   Secondly on exploring regulation on 
AI-related issues, it launched a public consultation over copyright issues (e.g. whether 
AI-generated works are subject to copyright protection and exception should be made 
for text and data mining) in July 2024.  In the same consultation, the Government also 
sought views on deepfake and transparency of AI systems.  Based on the consultation 
results just released in February 2025, the Government advises that the relevant issues 
“cover multiple domains” and it is “not…appropriate to address them separately and 
solely from the perspective of copyright or intellectual property”.29   Thirdly, the 
Government has commissioned the Hong Kong GAI Research and Development 
Centre established in October 2023 to study the necessity of introducing rules and 
guidelines on AI. 
 
3.3 So far, local stakeholders are concerned about the regulatory approach on 
AI technology in Hong Kong, but with divided pubic opinions.  While some feel that 
the existing laws are incapable to fully address the AI risks therefore a stringent control 
is required, others propose a more agile and adaptive regulatory system to facilitate 
further AI development.30  In short, it boils down to a balance between safety and 
innovation.31   Meanwhile, there are calls to regulate non-transparent and biased 
algorithms and AI systems, so as to guard against black box operation with opaque 
internal workings, as well as generating distorted and discriminatory outcomes based 

                                               
25 During 2023-2024, Hong Kong had attracted more AI talents (from 52nd to 21st), improved its 

quantity and quality of research (from 40th to 10th), and development of new AI models and AI 
application in patents (from 50th to 18th). 

26 Hong Kong Productivity Council et al. (2024). 
27 Commerce and Economic Development Bureau (2024). 
28 Digital Policy Office (2024) and Office of the Privacy Commissioner for Personal Data (2024). 
29 Commerce and Economic Development Bureau (2025). 
30 Suggested measures include setting up a dedicated regulatory framework or an inter-departmental 

supervisory committee to control those AI systems with higher risks (i.e. risk-based approach).  
See Robertsons Solicitors (2023) and 林琳 (2023). 

31 Pernot-Leplay (2024), 林琳 (2023) and 鄧凱 (2024) 
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on biased data used for training the algorithms (“training data”).32  Moreover, there 
are suggestions to impose stricter regulation of GAI, in view of its strong capacity to 
generate convincingly human content and deepfake images, voices and messages for 
many criminal cases in recent years, such as requiring a label on GAI works.33  In 
response, the Government said that it would monitor the regulatory developments and 
emerging standards in other places for formulation of local strategies.34 
 
 
4. The AI Act in the European Union 
 
4.1 As a whole, the 27 member states of the EU are apparently lagging behind 
the US and the Mainland in the AI competition.  In 2023, the venture capital 
AI investment in the EU amounted to US$7.9 billion (HK$63 billion), representing 
just about 14% of the US and 43% of the Mainland total.  As a matter of fact, all the 
most powerful AI models are developed outside Europe so far, sparking worries that 
EU is losing in the latest technological competition.  In February 2020, the European 
Commission put forward a white paper outlining its proposal to harmonize AI 
standards across the bloc, aiming to reduce regulatory complexities and encourage 
innovation.35 
 
4.2 After circulation of the draft AI Act to member states for discussion in 
April 2021, key EU players reached an agreement on the regulatory stance to be taken 
in December 2023.  The European Parliament then approved the AI Act in 
March 2024, which has come into effect in August the same year, although the bulk of 
provisions will come into force in August 2026 after a transition period.36  The gist 
of the the AI Act is to support innovation on the one hand, and to foster trustworthy AI 
systems respecting fundamental rights, safety, and ethical principles in Europe on the 
other.  The Act complements to other digital laws in the EU, including the General 
Data Protection Regulation (“GDPR”) adopted in April 2016, the Digital Services Act 
(“DSA”) adopted in July 2022 and the Data Act adopted in November 2023.  These 
existing EU laws tackle sensitive issues such as personal data processing, 
misinformation and harmful online content, as well as data market and usage, no matter 
whether they involve AI or not.37  

                                               
32 For instance, AI recruitment tools may learn from past data that certain job positions are typically 

occupied by men, resulting in discrimination against female candidates.  The existing 
anti-discrimination laws may be unable to address the complexities of these AI-generated bias. 

33 From January to November 2024, the Police received three deepfake fraud cases, including one 
engaging in online dating to lure victims and involving money of over HK$360 million.  See 
GovHK (2024b). 

34 Commerce and Economic Development Bureau (2024) and GovHK (2025). 
35 European Commission (2020), European Court of Auditors (2024), HiddenLayer (2024) and 

Implement Consulting Group (2024). 
36 Orrick, Herrington & Sutcliffe (2024) and Reuters (2023). 
37 Ng and Abbady (2024). 
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4.3 The AI Act is the first of such laws in the world.  Without any precedents, 
the EU adopts a broader and technology-neutral AI definition to provide greater 
regulatory flexibility.  The Act creates a dual-risk regulation framework, namely over 
(a) those AI systems designed for specific or limited uses; and (b) those tools equipped 
with general purpose AI (“GPAI”) (Figure 3).  It is noteworthy that the GPAI 
provisions were added to the regulatory framework at the last minute, after the debut 
of ChatGPT (which can perform a wide range of tasks in many domains) in 
November 2022. 
 
 
Figure 3 – Dual-risk regulation framework of the AI Act(1) 
 
 
 

 
 

Note: (1) Certain AI systems (e.g. those for military or national security uses) and non-GPAI models fall outside the 
regulation of the AI Act. 

Source: European Parliamentary Research Service (2024). 
 
 
4.4 In short, the salient regulatory features of the AI Act in the EU are briefly 
summarized as follows: 
 

(a) Prohibiting usage of AI systems with unacceptable risks: The Act 
disallows usage of eight types AI systems posing an unacceptable risks 
to fundamental values of EU.  These include (i) using subliminal, 
manipulative or deceptive techniques to distort people’s behaviour and 
impair informed decision-making; (ii) exploiting vulnerabilities related 
to age, disability, or socio-economic circumstances; (iii) social scoring; 
(iv) compiling facial recognition database through untargeted scraping; 
(v) profiling individuals for assessing chance of committing crimes; and 
(vi) remote biometric identification;38 

  

                                               
38 Article 5 of the AI Act. 
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(b) Imposing extra obligations for high-risk usage of AI systems: 
Excluding the aforementioned prohibitions, all other AI systems are 
permitted for use in the EU, subject to different requirements on the basis 
of perceived risks.  Under the AI Act, eight areas of high-risk uses of 
AI systems are prescribed. 39   Throughout the lifecycle of these AI 
systems, providers need to draw up technical documentation to 
demonstrate compliance, provide a record keeping system and human 
oversight of the system, and conduct data governance to ensure the AI 
datasets are free of errors and complete.  The European Commission 
has estimated that only 5% to 15% of AI systems will be classified as 
high-risk.40 
 
Limited-risk AI system uses are subject to less stringent requirements. 
For example, it requires AI system providers to alert users that they are 
interacting with the AIs (e.g. chatbots and deepfakes).  For those AI 
systems with minimal risks (e.g. spam filters), there are no 
such obligations.  This risk-based approach is unique among 
AI regulations globally; 
 

(c) Imposing extra requirements for those GPAI with systemic risks: As 
discussed above, GPAI is singled out for extra requirements given their 
generality in usage.  For GPAI models/systems meeting the minimum 
requirements (e.g. drawing up of technical documentation, establishing 
a copyright policy, and publishing a summary of content used to train 
AI), all of them are allowed to use. 
 
However, for those GPAI with systemic risks (as usually defined by the 
computing power used in its training), they are obliged to fulfil more 
obligations. 41   Such additional requirements include (i) adversarial 
testing; (ii) assessment and mitigation of risks; and (iii) reporting of 
incidents to the EU authorities. The European Commission will also 
publish and update a list of GPAI models with systemic risks;42 

  

                                               
39 The eight areas are biometrics, critical infrastructure, training, employment, access to essential 

public and private services, law enforcement, migration/border control, and justice/election. 
40 Faegre Drinker Biddle & Reath (2024) and Freshfields (2024b). 
41 These are models with “high-impact capabilities” which can be defined as models with 

computing power exceeding 1025 FLOPS used for their training, or any GPAI models as 
determined by the European Commission upon advices from a scientific panel having systemic 
risks.  Currently, only a few AI systems have exceeded the FLOPS threshold.  If the computing 
power increases in the future, the European Commission may revise the threshold. 

42 Freshfields (2024b) and Lowenstein Sandler (2024). 
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(d) Labelling of GAI works and flagging of misinformation: The EU does 
not ban GAI works or deepfakes, partly because they are already subject 
to the regulatory requirements under DSA to prevent spread of 
misinformation.43  Yet, to contain their potential negative impacts, GAI 
works have to be technically marked as artificially generated in a format 
which is machine-readable and detectable as from August 2026.  
Organization users also need to disclose GAI output by that time.  The 
EU authorities is working the relevant code of practice for GAI works, 
which will be promulgated in due course for further guidance. 
 
As regards machine-readable labelling options, they include 
watermarks, metadata identifications and cryptographic methods.  Yet, 
there are concerns in the EU over the technical practicability of these 
labelling options;44 
 

(e) Stringent enforcement regime: The European Commission has set up 
the high-powered AI Office to implement the AI Act and oversee the AI 
development in the EU.  Comprising over 140 staff, it is tasked with 
enforcing the rules on GPAI to ensure a coherent approach across the EU 
and issuing detailed codes of practice for industry to follow.  The AI 
Act will also have an extra-territorial power over non-EU based AI 
providers that supply AI services to the EU users.  Penalty of law 
violations is heavy, with AI providers breaching the rules facing a 
maximum fine of up to €35 million (HK$280 million) or 7% of 
worldwide annual turnover, whichever is higher; and 
 

(f) Regulatory sandbox to foster innovation: Innovation supportive 
initiatives have been incorporated into the AI Act.  For instance, at least 
one sandbox should be created for each member state by August 2026 to 
provide a controlled environment for development and testing of AI 
systems under the oversight of the regulator for a limited period of time 
before market placement.45   There should be no administrative fine 
imposed for infringements of the AI Act during sandboxing, but 
providers are still liable for any damage inflicted on third parties.  Other 
support measures include allowing new products to undergo real-world 
testing and giving start-ups, small and medium enterprises priority 
access to these sandboxes. 

  

                                               
43 DSA has required a flagging mechanism for users to easily notify digital platforms with any 

illegal content.  See European Commission (2024). 
44 Freshfields (2024c) and Lisinska and Castro (2024). 
45 The sandbox approach is widely used in emerging technologies like fintech, autonomous cars, 

drones and 5G deployment.  See European Parliamentary Research Service (2022). 



10 

4.5 On effectiveness of the AI Act, it seems to be too early to assess the 
effectiveness of this regulatory approach, as the EU authorities are still working on the 
implementation details.46  So far, the feedback in the EU community is rather mixed.  
While some observers welcome the risk-based approach, others question the necessity 
and technicality of the legislation (e.g. broad definition of AI systems).47   Some 
stakeholders are concerned about numerous obligations of AI providers, resulting in 
higher compliance costs.  It was estimated that such costs could be up to €31 billion 
(HK$248 billion) in five years, hence discouraging business investment.  Reportedly, 
some major developers have withheld the launch of advanced AI models in the EU, 
due to allegation of overregulation.  Some market analysts feel that this may compel 
AI start-ups in the EU to relocate to other places (e.g. the US), but others consider that 
the first comprehensive AI legislation in the world will give the EU a first-mover 
advantage.  It is hoped that the AI Act in the EU would become the global standards 
over time, similar to the experience of GDPR in 2016 which has become a model of 
data privacy law in many places across the globe.48 
 
 
5. AI regulations in the Mainland 
 
5.1 In the Mainland, the Central Government announced a strategic 
New Generation AI Development Plan in July 2017, targeting to become the primary 
AI innovation centre in the world by 2030.  On the back of ensuing policy support, 
the market size of AI in the Mainland has increased by 160% to RMB579 billion 
(HK$614 billion) between 2019 and 2023.49  As AI is about using computing power 
to execute algorithms that learn from data, if analysed by these three AI pillars, the 
Mainland is the global leader in quantity of data and runner-up in terms of computing 
capacity (just after the US) right now, but is still catching up on quality and diversity 
of data.50  As regards the algorithm development, the number of new GAI-related 
algorithms registered with the authorities has surged by nearly 17 times within a single 
year to 2 688 in 2024, whereas DeepSeek released in January 2025 is acclaimed as 
state-of-the-art.51  

                                               
46 Certain compliance requirements are deliberately kept vague in the AI Act, leaving rooms for 

further AI development and detailed specification in the secondary legislation.  A number of 
such codes/standards are still under development right now.  See Chun (2024) and Freshfields 
(2024d, 2024e). 

47 European Parliamentary Research Service (2024). 
48 Deutsche Welle (2024), European Parliamentary Research Service (2024) and Feldstein (2023). 
49 深圳政府在綫 (2024). 
50 Buchanan (2020), Omaar (2024) and 中國算力大會 (2024). 
51 On 20 January 2025, the debut of DeepSeek developed by a Chinese AI start-up shocked the 

global market as this GAI tool is reported to rival ChatGPT in its capabilities but costs far less.  
See BBC (2025), Omaar (2024) and 國家互聯網信息辦公室 (不同年份 -b). 
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5.2 A legislation blueprint named Outline for Establishing a Rule of Law-Based 
Society (2020-2025) published in December 2020 requires the regulatory authorities 
in the Mainland to oversee algorithm and GAI (e.g. deepfakes) for the first time, 
resulting in departmental regulations on these two areas enacted during 2021-2022.52  
After the launch of ChatGPT in late 2022, the authorities laid down an additional 
regulation to govern GAI services in 2023, followed by a further regulation to require 
labelling of AI-generated content in 2024 (Figure 4). 53   The above series of 
AI-specific regulations, together with the existing Cybersecurity Law passed in 
November 2016, the Data Security Law passed in June 2021 and the Personal 
Information Protection Law passed in August 2021 form the backbone of AI regulatory 
framework in the Mainland. 
 
 
Figure 4 – Key artificial intelligence regulations in the Mainland 
 

 

Sources: 中國政府網 (2021, 2022, 2023) and 國家互聯網信息辦公室 (2024a).  

                                               
52 The focus of regulation is on algorithmic recommendations (i.e. personalized recommendations 

of information offered to users which are made by algorithms based on users’ preferences).  
They are widely used in social media and e-commerce platforms for content recommendation 
and targeted advertising, causing users to trap in similar online content. 

53 Sheehan (2023a, 2024). 

Date Regulation Key features 
December 
2021 

Provisions on the Management of 
Algorithmic Recommendations 
in Internet Information Services 
(“Regulation on Algorithmic 
Recommendations”) 

- Set out the requirement of algorithm registry 
- Protect users and gig workers subject to 

algorithmic scheduling, etc. 

November 
2022 

Provisions on the Management of 
Deep Synthesis in Internet 
Information Services 

- Regulate AI tools used to generate text, images, 
audio and video to safeguard against deepfake 
deception 

- Ban the generation of fake news 
- Require AI-generated content to be labelled 
- Require users register with their real names 

July  
2023 

Interim Measures for the 
Management of GAI Services 

- Emphasize on text generation and training data 
as a response to the booming of GAI chatbots 

- Encourage GAI innovation 
September
2024 

Measures for Labelling 
AI-generated Synthetic Content 
2024 (Draft for Comments) 

- Refine the labelling requirements by setting out 
situations in which labels perceptible or 
invisible to users should apply on AI-generated 
content; and how to apply them 
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5.3 Similar to its counterpart in the EU, the AI regulations in the Mainland could 
also apply to any parties providing AI services to the Mainland, regardless of the 
headquarter locations of such parties.  The salient features of the AI regulatory regime 
in the Mainland are summarized below: 

 
(a) Mandatory algorithm registration: The regulatory framework in the 

Mainland focuses on algorithm transparency, with the belief that 
“effective regulation entails an understanding of, and potentially an 
intervention into, individual algorithms”.54  Hence, it is a compulsory 
requirement for AI service providers to file their algorithms in AI 
systems considered to have strong social impacts (i.e. shaping public 
opinion or mobilizing society) in a registry managed by the Cyberspace 
Administration of China (“CAC”) within 10 days of introducing their 
services to the market.55 
 
Under the registry of CAC, AI service providers need to submit 
information on (i) details and functions of the algorithms deployed; 
(ii) type and source of datasets that the algorithms were trained on; and 
(iii) results of the security assessment conducted on the algorithms.  
Given the wide range of internet applications covered, nearly all 
algorithms are registered in practice, and non-sensitive information 
about the registered algorithms are publicly searchable.  Failure to 
register is subject to a fine of up to RMB100,000 (HK$106,000), or 
suspension of their services.  As at December 2024, a total of 
2 839 GAI-related algorithms and 520 non-GAI algorithms have been 
filed to the algorithm registry;56 
 

(b) Periodic review of the algorithms: Not only must AI service providers 
in the Mainland conduct security assessment prior to launching services, 
they also need to conduct periodic review of their algorithms throughout 
the service lifecycle.57  Moreover, service providers must ensure that 
their training data come from lawful source without infringement of 
copyrights, along with steps taken to improve the data quality; 

  

                                               
54 Some other places (e.g. the Netherlands) also have the arrangement of algorithm registration, but 

it is not mandatory and only algorithms used by government bodies are covered, making it 
different from the Mainland practice.  See Overheil.nl (undated) and Sheehan (2023a). 

55 These cover a wide range of internet applications, including blogs, chat rooms and short videos. 
56 Latham & Watkins (2023), Sheehan (2023a, 2024) and 國 家 互 聯 網 信 息 辦 公 室

(不同年份 -a). 
57 The requirements of security assessment are listed out in non-binding standards as a compliance 

guidance for the industry.  See 全國網絡安全標準化技術委員會 (2024). 
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(c) Labelling of GAI works: While GAI development is encouraged, 
service providers need to label GAI works and verify the identifies of 
GAI users for protection of the public from misinformation risks.  
In September 2024, the Mainland authorities put forward draft measures 
on explicit/implicit labelling requirements for public comments. 58  
While explicit labels should appear in the GAI works in the form of text, 
images or audio clearly, implicit ones (e.g. digital watermarks) should 
be embedded in the metadata of the works but invisible to users.  
Reportedly, major operators of social media platforms in the Mainland 
have reminded users to label their GAI works, but the platform operators 
need to strengthen their capability to identify whether the content has 
been AI-generated;59 
 

(d) Targeted and progressive regulatory approach: Instead of enacting 
an all-encompassing AI law in one go, an adaptive approach is taken in 
the Mainland, targeting at those areas with most intensive concerns first.  
The wisdom of this approach is that specific regulations could be rolled 
out swiftly to cope with emerging AI challenges, without waiting too 
long for an overarching law or creating a burdensome and rigid legal 
structure. 60   Moreover, it provides application experience for 
subsequent drafting of the overarching Artificial Intelligence Law which 
has been underway since 2023;61 and 
 

(e) Safeguarding user rights in AI application at multiple levels: First of 
all, concrete measures are introduced to safeguard the rights of all users, 
such as (i) providing them a convenient option to turn off algorithmic 
recommendations; (ii) establishing a complaint handling mechanism; 
and (iii) forbidding the manipulation of algorithms (e.g. search result 
rankings). 
 
Secondly, it also offers protection to designated groups of users.  They 
include protection of (i) minors from internet addiction; (ii) elderly from 
online scams; (iii) consumers from over-consumption or price 
discrimination based on pricing algorithms; and (iv) gig workers subject 
to algorithmic scheduling. 

  

                                               
58 國家互聯網信息辦公室 (2024a). 
59 南方都市報 (2024). 
60 Pernot-Leplay (2024) and Sheehan (2023a, 2023b). 
61 國務院辦公廳 (2024). 
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5.4 On policy effectiveness, the Regulation on Algorithmic Recommendations 
was acclaimed by a commentator as “entail(ing) an opening up of algorithmic black 
boxes to both regulators and the broader public”.62   As for the overall regulatory 
framework, some observers note that the targeted and progressive approach in the 
Mainland has struck a right regulatory balance without hindering innovation, while 
some stakeholders found it challenging to comply with the rapidly evolving regulatory 
landscape, as some AI service providers were suspended during 2024 due to failure to 
monitor AI-generated content or file to the algorithm registry.63  Reportedly, CAC 
launched a three-month crackdown on suspected violation of the AI Regulations as 
from November 2024.64 
 
 
6. Observations 
 
6.1 In Hong Kong, four-fifths of youths and one-third of enterprises used 
AI/GAI in 2023.  While potential benefits arising from AI applications are huge, there 
are strong public concerns over its misuses (e.g. privacy infringement and 
non-transparent algorithms).  Some observers advocate enactment of a dedicated set 
of AI laws, but others reiterate that the regulatory approach should be flexible and 
avoid stifling AI innovation.  In February 2025, the Government announced the 
relevant public consultation results and advised that deepfake and transparency of AI 
systems cover multiple domains, therefore it is inappropriate to address these issues 
separately and solely from the perspective of copyright or intellectual property. 
 
6.2 In the EU, the AI Act effective in August 2024 is the first comprehensive 
legislation covering all AI applications in the world.  On the back of a risk-based 
approach, it (a) bans those AI systems assessed with unacceptable risks; (b) allows 
operation of those systems with higher risks, but subject to more interventions and 
oversights; and (c) singles out GPAI for separate regulation given their generality in 
usage with extra requirements imposed for those with systemic risks.  
Notwithstanding a stringent enforcement regime put in place, the EU does try to strike 
a balance between regulation with encouraging innovation.  There are views that the 
AI Act may become the global standards on AI regulation, giving the EU the 
first-mover advantage. 
  

                                               
62 Rolf (2023). 
63 For example, there were three such cases in Chongqing alone during the first half of 2024.  See 

Pernot-Leplay (2024), Reed Smith (2024) and 中國互聯網聯合闢謠平台 (2024). 
64 國家互聯網信息辦公室 (2024b). 
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6.3 In the Mainland, it takes a progressive regulatory approach, targeting those 
specific AI areas instead.  In short, the regulatory regime in the Mainland focuses on 
(a) registration of algorithms with CAC to enhance transparency of the AI systems; 
(b) mandatory requirement to label GAI works to protect the public from 
misinformation; and (c) specific provisions to safeguard the rights of users as a whole 
and those from vulnerable groups.  Some scholars applauded that the regulatory 
approach in the Mainland is adaptive for further AI advancement. 
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Appendix 
 

Regulation of artificial intelligence (“AI”) in selected places 
 

 Hong Kong European Union The Mainland 

A. Regulatory approach 

1. Mandatory regulation 

 

  

2. New body formed for regulation   

3. Key legislation AI Act by the 
European Parliament 

Departmental 
regulations 

- Coverage on AI uses All areas Specific areas 

- Penalty for breach of law Heavy Moderate 

- Extra-territorial power   

B. Regulation of AI systems and algorithms 

4. Tailored regulation based on risk 
levels of AI systems 

 

  

5. Compliance obligations   
- Specifications of these 

obligations By law By non-binding 
standards 

- Security assessment of AI 
systems (1)  

- Post-market monitoring (1)  
- Obligations on training data   
- Registration of algorithms   

C. Regulation of generative AI 

6. Permission of generative AI    

7. Compliance obligations    
- Labelling requirement    

- Measures to regulate misuse 
(e.g. deepfakes & fake news) (2)   

D. Regulation of other areas 

8. Protection of users’ rights 
(2) 

Users as a whole 
Users as a whole 

& Vulnerable 
groups 

9. Pro-innovation measures   
Notes: (1) For high-risk AI systems/general purpose AI models with systemic risk only. 

 (2) Relying on existing laws (if applicable) for regulation. 
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