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1. Introduction

1.1 In Hong Kong, personal information is protected under the Personal
Data (Privacy) Ordinance (Cap. 486) (“PDPO”) implemented in 1996, which was
subsequently amended twice (in 2012 and 2021) to combat infringement from
direct marketing and doxxing respectively. Yet the legislation is still considered
“too outdated”! to address emerging risks of data security engendered outside
Hong Kong?, as today’s pervasive data transmissions are driven by the
rapid growth of digital economy and promotion of e-government and smart city
initiatives globally.  Critics highlight (a) the absence of definition for
distinguishing sensitive data related to national security and privacy even though
such data may need more stringent protection; (b) reliance on voluntary
regulation of cross-border data transfer that is only applicable to personal data;
and (c) the lack of a legal framework for monitoring local data handled by foreign
entities.

1.2 Against the above, there have been calls in the society for enacting data
security laws in a bid to strengthen Hong Kong’s status as a global data hub,
particularly its flourishing data centre business in the territory.®  The
Government has conducted two studies since 2016 but to no avail due to
substantial concerns from the private sector.* More recently in the 2023 Policy
Address, the Government will introduce a bill within 2024 to impose statutory
obligations on critical infrastructure operators for enhanced data security, which
sets the stage for the release of the Policy Statement on Facilitating Data Flow
and Safeguarding Data Security in Hong Kong (“the Policy Statement”) in early
December 2023 by the Innovation, Technology and Industry Bureau (“ITIB”) to
set out managerial principles and strategies for cross-boundary data governance.®

1 See Legislative Council (2022a, 2022b) and 7 3 01(2022).

2 These include large-scale leakage of sensitive data and increasingly sophisticated
cyberattacks/surveillance abroad.

3 See Cushman & Wakefield (2023), Mordor Intelligence (2023) and £ & 5H {4 (2022).

4 For example, small and medium-sized enterprises expressed concerns over the lack of
resources and legal knowledge to comply with the requirements of a new data security law.

®  See Security Bureau (2022), Policy Address (2023) and GovHK (2023a).



1.3 Globally, the ubiquitous exchange of data across borders fostered by
e-commerce and innovation activities has added to the concerns of national
security and privacy in many places, particularly after incidents of unilateral
abuses of data by governments for intelligence (e.g. the Snowden incident) and
by technology giants for profits (e.g. the Facebook data scandal) in the 2010s.
This has resulted in increased number of places imposing control over
cross-border data transmission, which almost doubled over four years to 62 in
2021. Among them, some places like Germany and Japan only allow data to be
exported to recognized countries with the same level of data protection. There
are also a few others like India and Russia which require security pre-assessment
from local law enforcers for outbound data transfer, along with mandating the
storage and processing of data within these countries’ borders.

1.4 At the request of Hon Elizabeth QUAT, the Research Office has
selected the European Union (“EU”) and South Korea as recent case studies on
regulating cross-border data.® These places have enacted laws to monitor
personal and non-personal data since the 2010s, and their legislation and policy
frameworks are acclaimed to be comprehensive among developed places while
striking a balance between security and free flow of data.” This Information
Note begins with an overview of global regulatory trends in cross-border data
flows over the past decade, followed by a highlight of regulatory framework for
data protection in Hong Kong. It will continue with the discussion of those
implemented in the EU and South Korea, along with a summary table
summarizing their salient features (Appendix 1).

2. Global regulatory trends

2.1 Amid the global trend towards the proliferation of smart devices and
the surge in investment into digitalization since the late 2000s, data has become
an integral part of the increasingly digitalizing global economy as manifested in
emerging innovations like the Internet of Things and Artificial Intelligence
(“Al”). Cross-border data flows are now the lifeblood of this new economy: it
enabled 65% of the world’s Gross Domestic Product (“GDP”) in 2022, and the
size of cross-border e-commerce increased 45-fold to reach an estimated
US$2.7 trillion (HK$21 trillion) over the 10-year period to 2023. Coupled with
the development of big data analytics, streaming entertainment and automation

®  This note only focuses on cross-border data transfer for being one of the key concerns

pertaining to data security globally. Indeed, data governance covers not only data
security, but also other dimensions such as data infrastructure, technical standards
and managerial frameworks, which merit separate studies but are beyond the scope of
this research.

7 See Frontier Economics (2022).



technologies, the global volume of data has thus grown by 60 times to
120 zettabytes® between 2010 and 2023, and is expected to increase further to
181 zettabytes by 2025.°

2.2 Yet the era of global data explosion has brought about heightened
data security concerns across developed places as their control over domestic
data was undermined somewhat in the 2010s. Major culprits include
anytime-anywhere access to data made possible by cloud-based services
(including cloud computing and storage), massive cross-border data flows within
multinational corporations (“MNCs”), and abuses from foreign actors.  Asto the
latter, examples abound of foreign interference which include (a) the “Snowden
incident” in June 2013 unveiling unlawful collection of data abroad for
surveillance by the United States (“US”); and (b) big technology companies
misusing data for lucrative profits in the late 2010s, such as Facebook’s
improperly sharing of 87 million users’ data with a political consulting firm in
2018 and Google’s ads personalization without consent in 2019.

2.3 In response to the above challenge, some places have tightened their
data security laws in recent years in a move against privacy leakage and
cyberattack.’® This has in turn triggered a domino effect as other places have
followed suit with similar measures for “data sovereignty!'”, thereby reinforcing
the global trend for cross-border data transfer regulations.'? Indicative of this,
there were a total of 62 places with 144 cross-border data regulations in place in
2021, up from 67 cross-border data regulations adopted across 35 places as
recently as in 2017.2® The regulatory framework for data protection differs
among the 62 places,* but they can still be classified into four broad categories
of approaches in accordance with the level of stringency of their regulation
(Figure 1).%°

8 One zettabyte equals 1 billion terabytes.

% See Li (2022), Organisation for Economic Co-operation and Development (2022a) and
World Economic Forum (2023).

10 This includes the implementation of data localization law that may require companies to
physically store and process their data within the borders of a specific country or region,
thus curbing the practice of transmitting or storing data internationally. ~See Organisation
for Economic Co-operation and Development (2020) and BBC (2019, 2022).

11 Data sovereignty refers to the concept that data is subject to laws and regulations of the
country or region in which it is originally collected and processed.

12 See Foreign Policy (2021) and New York Times (2022).

13 See Cory and Dascoli (2021).

14 Despite data liberalization commitments being laid down by the World Trade Organization
and some regional blocs (e.g. Asia-Pacific Economic Cooperation), they are either
non-binding or inserted with exemption clause for “legitimate public policy objectives”.
See Organisation for Economic Co-operation and Development (2022a, 2022b).

15 See Appendix 2 for more details concerning these four approaches.



Figure 1 — Major regulatory approaches to regulate cross-border data transfer
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Note: Various approaches may be applied to different types of data even within a jurisdiction. For example,
some provinces in Canada prohibit outbound movements of certain sensitive personal data.
Sources: Organisation for Economic Co-operation and Development (2022a) and Cory and Dascoli (2021).

2.4 Among the 62 places with cross-border data regulations, the Mainland
currently has the world’s largest international data flows as a result of its
Implementation of proactive policies since the late 2000s to transform itself into
a vibrant digital economy.® As the Central Government has become more
aware of the immense potential and risks stemming from the greater scale of data
transfer across border over the past decade, it has put in place a comprehensive
legal framework for data security and protection.  The framework is
underpinned by three pieces of cornerstone legislation, namely the enactment of
the Cybersecurity Law in 2017 as well as the Data Security Law and the Personal
Information Protection Law in 2021, which rationalize over 100 data regulations
and expand their extraterritorial reach to regulate foreign entities.*’

2.5 In principle, all data related to the Mainland is subject to
regulations regardless of the location where it was generated or processed.
The stringency of rules depends on the types of firms and data handled as
determined primarily by the Cyberspace Administration of China (“CAC”):

(a) Data storage and processing: CAC requires two types of data to
be stored and processed domestically by a designated agency in the
Mainland only — (i) at least 14 kinds of “important data” that “can
endanger national security or the public interest” once leaked; and

16 Between 2001 and 2019, the country’s cross-border data flows (including Hong Kong)
increased rapidly by 7 500 times to 111 million megabits per second, representing 23% of
the global volume. See Nikkei Asia (2020) and Xinhuanet (2023).

17" See European Data Protection Board (2021) and Xie et al. (2023).



(if) sensitive personal information (e.g. biometric data and
location).!®  The requirement also applies to data providers who
are “Critical Information Infrastructure Operators” (“Cl110”),
I.e. firms which engage in “crucial industries” such as public
communication and information services, finance, transport, public
utilities and national defence;® and

(b) Outbound data transfer: transfer of domestic data outside the
Mainland is forbidden unless specific conditions are met. For
important data and Cl1O data, the data providers need to conduct a
self-assessment over the legitimacy and risks of the intended
transfer, before undergoing a mandatory security assessment
conducted by CAC to evaluate the sufficiency of safeguard
measures proposed.?’ The above requirements also apply to the
transfer of personal data beyond a prescribed volume threshold.?
For other circumstances, the Mainland data provider can enter into
a contract with the overseas recipient stipulating both parties’ rights
and obligations in accordance with the standard contract
formulated by CAC. A voluntary certification scheme is also
established for firms to export personal data through obtaining
personal information protection certification from a state-owned
professional institution (i.e. China Cybersecurity Review
Technology and Certification Center) in accordance with the
regulations of CAC (Figure 2).2
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The definitions of important data range from state secrets, core technologies and
health information, to key industrial data and statistics as well as those on natural resources.
See [ % A W (5 B kA 2 (2021) and [ X 11 55 B B S AR S (2022).
Companies not clearly fall within the aforesaid list of crucial industries may still be
considered as CIIO based on (a) the degree of its support to critical entities; (b) the extent
of the potential harm to national security and society if its data is damaged or leaked; and
(c) its importance for the functioning of basic economic and governmental services.
See Dorwart (2022) and 5] 75 [ (2021).

It is reported that assessments involving more complex cases may take months to complete.
A Mainland data provider will exceed the volume threshold if it (a) processes personal
information involving more than 1 million individuals; or (b) cumulatively makes outbound
transfer of personal information of over 100 000 people, or sensitive personal information
of over 10 000 persons, to the same overseas entity within two calendar years. See
HKTDC (2023).

The legal framework for data protection and security also requires informed consent of data
subject (i.e. persons associated with particular data sets) when transferring certain personal
data abroad. Furthermore, all data handlers are prohibited from providing any data stored
in the Mainland to foreign government agencies without official approval. See Foreign
Policy (2022), Office of the Privacy Commissioner for Personal Data (2023) and Xie et al.
(2023).



Figure 2 — Cross-border data transfer mechanisms in the Mainland
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2.6 Against the above, the Mainland has been reportedly considered as
among the strictest regulators globally in terms of its wide-ranging regulatory
regime and a hefty fine of up to RMB50 million (HK$54.6 million) for
data breach. #  Some foreign companies and overseas-listed Mainland
corporations further expressed concerns over the definitions of important data and
CIIO as being too *“vague”, in addition to “uneven local implementation”
across different sectors. They opined that these legal uncertainties inevitably
subject them to substantial compliance costs in fulfilling the statutory
requirements.?*  In response, CAC in September 2023 proposed for partial
relaxation of restrictions which include (a) lowering the security assessment
threshold for exporting a large volume of personal data; (b) exempting standard
contract requirement for certain personal data transfer; and (c) providing detailed
official definition of important data.?®

23 Between September 2021 and June 2023, there were 34 cases of data security irregularities
imposed with a fine of up to RMB200,000 (HK$218,000). See & #E K & & gE1E V5
Wt %2 Bi (2023a, 2023b).

24 Reportedly, each ministry has an internal list of CIIO in their regulated sectors without
disclosing it to relevant parties. See South China Morning Post (2023c), % % N 2
(2021) and 7 #E K £ B RE 1% a F 5t Be (2023b).

25 For example, it was proposed that the mandatory security assessment will only be applied
to larger personal data transfer with a volume of 1 million persons. See [ 5% A I #d
{8 B it & == (2023).



3. Regulatory framework for data protection in Hong Kong

3.1 Hong Kong was the first jurisdiction in Asia to put in place a dedicated
legislation for personal data protection with the implementation of PDPO in 1996.
Yet the data protection law does not restrict storage and processing of local
data in locations outside Hong Kong, due in part to the fact that a free flow
of information is a vital reason for the territory’s thriving status as a free
port and an international financial centre. Coupled with well-established
network capability, pro-business environment and proximity to the Mainland,
Hong Kong has in recent years become a “gateway” for global digital service
providers to develop data centres in the Greater China region. Reflecting this,
it ranked as the world’s fourth largest data hub in 2023, behind Northern Virginia,
Portland (both in the US) and Singapore.?®

3.2 In view of the risks associated with cross-border data flows, the Office
of the Privacy Commissioner for Personal Data (“PCPD”) sets out mandatory
transfer conditions in section 33 of PDPO, where data transfer is permissible only
to those on the “white list” of recognized places with privacy protection
standards/laws comparable to Hong Kong.?” Although section 33 has been
promulgated in 1996, it has never come into force. The Government
conducted two studies in 2016 and 2018 respectively to bring section 33 into
effect, but to no avail because of persistent concerns from the private sector.
Major areas of concerns include (a) the possible significant impact on
international trade and online business; and (b) limited resources and legal
knowledge for small and medium-sized enterprises to comply with section 33.
PCPD instead issued a guidance with model clauses of personal data transfer
agreement for voluntary compliance.?

3.3 Given that PDPO focuses on privacy protection only, the Government
had embarked on a “multi-pronged” approach with administrative measures to
enhance data security and governance in the public sector and key industries.
These include (a) formulating a set of security regulations and guidelines for all
bureaux/departments to conduct regular risk assessment for their internal
information systems and take corresponding safeguard measures; (b) forming
cross-departmental teams to coordinate computer emergency response in the
Government; (c) establishing the Critical Infrastructure Security Coordination
Centre in 2011 and the Cyber Security Centre in 2012 to strengthen

26 See Office of the Privacy Commissioner for Personal Data (2014) and China Briefing (2023).
27" Major conditions for allowing transfer of personal data outside Hong Kong are (a) recipient
places adopting laws similar to PDPO; (b) obtaining written consent from data subject; and
(c) exercising all due diligence for the security of transfer. See Withersworldwide (2022).
28 See Legislative Council Secretariat (2023) and (i A & ¥} £ [& B & /) 2 (2019).



self-protection and restoration capabilities of the critical infrastructures and
inspection of cyberattacks; and (d) launching a platform for the exchange of
cybersecurity information between public and private organizations.?

3.4 Notwithstanding the above, there are increased concerns that PDPO and
other data protection measures are “far from comprehensive” and “lagging
behind” the global regulatory landscape and challenges, under which geopolitical
situation and technological development nowadays are markedly different from
the inception of PDPO in the 1990s.3° Against this, some have called on the
Government to draw reference from practices in the Mainland and overseas to
enact “targeted laws” in meeting emerging needs of digital economy and
e-governance, in view of the absence of legal definitions and requirements over
sensitive personal information and non-personal data in Hong Kong.3* There
are also suggestions of expediting the implementation of section 33 of PDPO so
as to introduce mandatory framework for monitoring cross-border data transfer.®2
Furthermore, some others consider the need to create a mechanism between the
Mainland and Hong Kong to rationalize the respective data security regulations
to enable cross-boundary data exchange, with a view to strengthening the status
of Hong Kong as the outbound hub of data from the Mainland.33

3.5 In response, the Government reiterated that it is “open-minded” on
studying the need for enacting a “data security law” in the long run so long as it
can strike a balance between data protection and economic efficiency.
Following the release of 2023 Policy Address, the Government is now preparing
a legislative proposal on imposing legal obligations of cybersecurity on critical
infrastructure operators to be finalized within 2024.3*  In early December 2023,
ITIB published the Policy Statement, with an agenda of 18 specific action items
covering the following five broad categories: (a) advancing digital government
and enhancing data governance; (b) formulating or updating policies, guidelines
and laws; (c) enhancing cybersecurity protection; (d) bolstering digital
infrastructure; and (e) promoting cross-boundary data flow.

3.6 More specifically on cross-boundary data transfer, a Memorandum of
Understanding (“MoU”) was signed in June 2023 between CAC and the
Government to establish a national management framework on safeguarding

29 See GovHK (2021, 2022a, 2023b) and Legislative Council (2023a).

30 See Office of the Privacy Commissioner for Personal Data (2014) and South China
Morning Post (2023Db).

31 See Legislative Council (2022a), 7 #01(2022) and & £ ¥ (2023a, 2023b).

%2 See /N (2023) and £ B TH {5 (2022).

3 Under current data laws in the Mainland, data flows to Hong Kong, Macao and Taiwan are
regarded as cross-border data transfer. See Legislative Council (2022c).

3 See Policy Address (2023), GovHK (2022b, 2023b) and The Standard (2023).



the security of cross-boundary data in the Guangdong-Hong Kong-Macao Greater
Bay Area (“GBA”). As a follow-up to the MoU, ITIB and CAC jointly
announced in mid-December 2023 a facilitation measure on “Standard Contract
for the Cross-boundary Flow of Personal Information Within the Guangdong-
Hong Kong-Macao Greater Bay Area (Mainland, Hong Kong)” (“the GBA
Standard Contract”) and its early pilot in the sectors of banking, credit referencing
and healthcare. It is noted that these measures announced concerns the
cross-boundary flows of personal information from nine Mainland cities in the
GBA to Hong Kong.%

4. Cross-border data regulation in the European Union

4.1 The EU was the world’s second largest data economy after the US
in 2022, valued at €211 billion (HK$1.8 trillion). It is also considered the most
active jurisdiction in putting forward new regulations on data privacy and
e-commerce over the past decade. In particular, it implemented the General
Data Protection Regulation (“GDPR”) in May 2018 to harmonize personal data
laws among member states with enhanced protections over cross-border data
transfer and broadened regulatory reach to foreign entities. GDPR has been
described by the EU as the strongest privacy and security law globally3¢, though
there are views that its stringent requirements might have hindered the EU in the
development of its data economy. This is particularly the case in view of
(a) the EU being the “first mover” of data regulation (e.g. the pioneering GDPR);
and (b) escalating global data restrictions and “technological wars” waged
between major economic powers more recently. Indicative of this, the EU
is reportedly lagging behind China, the US and Japan in key data technologies
like Al and cloud-based services.*’

4.2 In an effort to safeguard its data sovereignty and leadership in global
data economy for the next 20 years, the EU released “A European Strategy for
Data” in February 2020, outlining the policy measures for creating a

% According to the Government, the GBA Standard Contract is an administrative measure,

and does not affect the supervisory and regulatory roles of the Office of PCPD in ensuring

compliances with PDPO.  The processing and exporting of personal data from

Hong Kong, meanwhile, will be conducted on a voluntary basis and continue to be

regulated in accordance with PDPO. See Innovation, Technology and Industry Bureau

(2023).

GDPR has been hailed as a global “gold standard” for data protection in view of its

extensive scope and emphasis on consent and robust data subject rights. Many data

protection laws in non-EU places are strongly influenced by GDPR in ensuing years.

37 The EU’s data economy grew by a mere 17% between 2020 and 2022, much slower than
that of China, the US (both at 50%) and Japan (35%) over the same period. See European
Commission (2023a, 2023b) and The Economist (2023).
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“single market for data” in the region and becoming a leader in data-driven
society. To this end, the EU proposes to (a) enact “fit-for-purpose” legislation
to ensure trustworthy transfer of international data based on “European values”;
and (b) extend regulation beyond personal data to address drastic change of
data processing model, increased non-personal data flows and rising
industrial/corporate espionage in Europe.®  Subsequently, the Data Governance
Act (“DGA”) was implemented in September 2023 as a result of and
alongside GDPR, aiming to regulate outbound transfer of all personal data
and non-personal data held in the public sector. Added to this, the Data Act
(“DA”) was adopted in November 2023 and will come into force by
August 2025 as another new legislation to govern (a) data access request from
foreign governments; (b) international data sharing of cloud-based services; and
(c) protection of commercially sensitive data.*° The salient features of GDPR,
DGA and DA with respect to cross-border data regulation are highlighted in the
paragraphs below.

Requlatory reach

4.3 By and large, GDPR, DGA and DA apply to entities processing data
related to individual citizens, commercial activities and public services in the EU
regardless of the location where these entities are located. In other words, both
personal data and non-personal data generated in and exported from the EU are
subject to specific compliance requirements.*

Localization requirement

4.4 The EU does not explicitly require data to be stored and processed
domestically.  Yet its high standards of data protection prompt foreign
companies to set up data centres in the EU for processing data within the region
in order to avoid legal uncertainty.*2

38
39

See European Commission (2020).

See European Commission (2023c), European Parliament (2023a) and European Council
(2023).

At present, the European Data Protection Board (“EDPB”) is the responsible agency for
ensuring uniform application of GDPR in participating member states, while the European
Data Innovation Board (“EDIB”) supervises the implementation of DGA. EDPB is
composed of representatives of data protection authorities in the European Economic Area
countries (i.e. 27 EU member states, Iceland, Liechtenstein and Norway). For EDIB, it
comprises competent authorities of 27 EU member states, EU regulatory agencies and key
stakeholders in various sectors.

See European Commission (2023c, undated).

Some have arguably labelled this as “de facto” data localization. See Miadzvetskaya
(2023).

40
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Unrestricted transfer to places with adequacy decisions

4.5 Personal data and non-personal data in the EU can be freely exported to
places with a level of data protection that is comparable to the EU as determined
by the European Commission (“EC”) (Figure 3). On personal data, EC will
consider the rule of law, protection of human rights and privacy, data law
enforcement regime and international treaty of the specific data recipient country
before adopting an “adequacy decision” to that place. Adequacy decisions have
hitherto been granted to 15 places. More specifically, adequacy decisions for
Canada and the US only apply to the private sector in these places.*?

Figure 3 — Cross-border data transfer mechanisms in the European Union
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Sources: European Commission (2023c), European Data Protection Board (2023) and Miadzvetskaya (2023).

43" The 15 places are Andorra, Argentina, Canada, Faroe Islands, Guernsey, Isle of Man, Israel,
Japan, Jersey, New Zealand, South Korea, Switzerland, the UK, Uruguay and the US.
Also, personal data can transfer freely among European Economic Area countries. See
European Data Protection Board (2024).
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4.6 As to non-personal data, EC will only consider a similar adequacy
decision for a “third country”** if it receives a substantial number of transfer
requests made by its member states related to that country. It will assess the
“legal, supervisory and enforcement arrangements” and international agreements
of the “third country” in order to ascertain whether the latter offers an “essentially
equivalent level” of intellectual property, sensitive data and trade secrets
protection. Yet no such decision has been adopted by EC so far. It is worthy
of note that the Court of Justice of the EU (“CJEU”) can invalidate an adequacy
decision made to a specific place where its legal and data protection regime is
judged to have conflict with relevant EU laws.*

Conditional transfer to non-adequate places

4.7 Entities can comply with one of the following three major “appropriate
safeguards” as a pre-condition for personal data transfer to places without
adequacy decisions:

(@ Commonly used standard contractual clauses that specify
requirements such as a thorough risk self-assessment conducted by
data exporters which documents (i) the laws of the data recipient
country; (ii) security measures taken for the transfer; and
(iii) obligations for handling data access request from foreign
authorities (e.g. an obligation to verify the lawfulness of the
requests and challenge unlawful requests);

(b) Binding corporate rules which are tailor-made internal rules
approved by the EU authorities for cross-border data transfer within
subsidiaries of MNCs; and

(c) Voluntary certification allowing entities to obtain a certification
from an EDPB-approved body after demonstrating their full
compliance with GDPR.4

4 According to the definition in GDPR, a “third country” is a country other than (a) the EU
member states and (b) the three European Economic Area countries (Iceland, Liechtenstein,
and Norway) that have adopted a national law implementing GDPR.

45 For example, an adequacy decision on a US-EU framework for transfer of personal data
was initially invalidated by CJEU in 2020, before it was finally adopted in July 2023 after
the US came up with a revised data protection framework. See Waem and Verschaeve
(2023).

46 Codes of conduct and ad hoc contracts are also tools for cross-border personal data transfer,
but they are either under development or only used occasionally. See Office of the
Privacy Commissioner for Personal Data (2021) and European Data Protection Board
(2024).

12



4.8 Under DGA, only re-users of non-personal data held by public sector
bodies need to enter into model contracts for compliance with the EU laws on
intellectual property rights and commercial and statistical confidentiality, before
they can proceed with the transfer of the data internationally. As DGA has been
implemented for just a few months, EC has yet to release the template for model
contracts.’

Strict requlations of sensitive data

4.9 The EU has imposed special obligations and safeguards on the transfer
of sensitive data. On sensitive personal data (e.g. biometric data, political
beliefs and racial origin of individuals), GDPR allows the cross-border data
transfer only for certain purposes such as medical research and employment, as
well as imposing stricter security measures such as restricting data access to
designated persons and pseudonymization of data.

4.10 On *“highly-sensitive” non-personal data (e.g. trade secrets and
intellectual property rights), data exporters need to conduct a transfer impact
assessment to ascertain whether the rule of law is preserved in the data recipient
jurisdiction. They are also required to follow risk-based obligations stipulated
in the aforesaid GDPR-like security measures and data localization requirements,
and might even be obliged by an outright ban on a data transfer upon
sector-specific frameworks prepared by EDIB. Furthermore, opinion of the
national authorities and EDIB must be sought beforehand if the data is related to
national security.*8

Data access request from foreign governments

4.11 In principle, access to the EU data requested by foreign governments is
prohibited unless there is an international agreement (e.g. mutual legal assistance
treaty) in place or the requesting “third country” has sufficient rule of law
guarantees*® not in conflict with the laws, interests and values of the EU. More
specifically on the handling procedures, addressee of the request must (a) first
inform the data holder and the EU/national competent authority; (b) review the
legality of the request and legal system of the requesting country; (c) transfer “the

47 See European Parliament and Council of the European Union (2022) and Waem and
Verschaeve (2023).

8 See Baloup (2021), European Parliament (2023b) and Miadzvetskaya (2023).

49 A country with sufficient rule of law guarantees is characterized by a legal system
(a) requiring the reasons and proportionality of the request to be set out with specific details
(e.g. suspected persons or infringements); (b) allowing a review of the reasoned objection
of the addressee; and (c) taking duly into account the legal interests of the data provider
protected by EU laws.

13



minimum amount of data” when responding to the request; and (d) seek the
opinion of competent authorities if the request may impinge national security and
defence interests of the EU. At present, the above requirements apply to
personal data in all sectors and non-personal data held by public bodies.
They will extend to the data stored in cloud-based service providers upon the
implementation of DA in 2025.%°

Penalties

4.12 Irregularities of cross-border personal data transfer and processing of
sensitive personal data are serious offences under GDPR. Offenders are liable
to a maximum fine of €20 million (HK$170 million) or 4% of annual global
turnover, whichever is higher. Meanwhile, DGA and DA delegate each EU
member state to set their own “proportionate” amounts of fine and weighting
factors for determining breach of non-personal data protection. However,
whenever personal data is also concerned in the same case, penalties of GDPR
prevail.®* While it is too early to assess the enforcement of DGA as it has been
in force only for a few months, GDPR had levied at least a total of €4.4 billion
(HK$37.5 billion) fines over 1 959 cases of data breach since its implementation
in May 2018.5?

Outcomes of cross-border data requlation in the EU

4.13 With more data rules coming on stream in the EU over the next few
years, EC estimates that the ensuing more open and safer data flows would add
€270 billion (HK$2.3 trillion) to the region’s GDP by 2028.  On the other hand,
the commercial sector in the EU has expressed concerns that more broad-based
and complex regulatory framework could weigh on the already laggard digital
services due to resultant higher compliance costs incurred.®® It was estimated
that EU firms exposed to GDPR recorded a 8% decline in profits and a 2% drop
in sales between 2018 and 2020.°* In addition, EU technology ventures
experienced a 25% decline in the number of investment deals relative to their US
counterparts after the rollout of GDPR.%

%0 Entities are also encouraged to seek regulator’s comment on top of self-assessment before

transmitting normal non-personal data to a “third country”. See Baloup (2022), Muelas
(2022) and Waem and Verschaeve (2023).

%1 See Orfanou (2022), Clifford Chance (2022) and GDPR Advisor (2023).

%2 See CMS Law.Tax (2023).

% The average privacy compliance budget of EU firms amounted to an estimated €1.1 million
(HK$9.37 million) in 2023. See Jian et al. (2021), Chen et al. (2022), CSIS (2023) and
Johnson (2023).

% See Chen et al. (2022).

% See Jian et al. (2021).
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5. Cross-border data regulation in South Korea

51 South Korea is one of the most digitally connected countries globally.
Like other highly digital societies, it is vulnerable to cyberattacks from abroad
against its private sector and public information and communication technology
infrastructure. Many cyberattacks targeting South Korea are often suspected to
be originating from North Korea and Russia.  The threats from malicious foreign
actors, coupled with the outbreak of four large-scale personal data leakages in the
private sector between 2008 and 2016, has prompted the South Korean
government to legislate on an array of laws to set out a comprehensive data
protection framework consisting of data localization rules and requirements for
outbound data movements.>®

5.2 In short, South Korea adopts a “hybrid” data protection system where
personal data and non-personal data are regulated by separate sets of laws.
Personal data is governed primarily by the Personal Information Protection Act
(“PIPA”) implemented in 2011, while non-personal data is governed largely by
the Act on Prevention of Divulgence and Protection of Industrial Technology
enacted in 2007.°" Requirements for data processing and transfer can differ
greatly between personal and non-personal data, subject to the nature of data and
sectors involved (Figure 4). At present, the Personal Information Protection
Commission (“PIPC”) and the Ministry of Science and ICT enforces personal
data protection, while the Ministry of Trade, Industry and Energy (“MOTIE”)
oversees non-personal data regulations.®

% |t is estimated that the economic loss from cyberattacks in South Korea amounted to
US$72 billion (HK$562 billion) in 2017 alone.  See Jang and Lim (2021) and Park (2021).

5 Other key pieces of legislation include (a) the Act on Promotion of Information and
Communications Network Utilization and Information Protection (“Network Act”) and the
Credit Information Use and Protection Act implemented in 2016 and 2009 respectively to
regulate personal data; and (b) the Unfair Competition Prevention and Trade Secret
Protection Act and the Special Measures Act on Strengthening and Protecting
Competitiveness of National High-Tech Strategic Industry implemented in 2016 and 2022
respectively to regulate non-personal data.

% PIPC is an independent authority tasked with monitoring the implementation of PIPA,
including matters on assessing places with adequate data protection, investigation of
infringements, handling complaints and mediation of disputes. Its chairperson is
supervised by the Prime Minister. See Park (2021) and Bernier et al. (2022).
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Figure 4 — Cross-border data transfer mechanisms in South Korea

Cross-border data transfer

Personal data Non-personal data

Selected National key

sectors technologies

Adequacy — Specific Licensed by Official
decision GeluLl e purposes Contract data owners pre-approval
Prohibited
Unrestricted transfer Transfer conditions / Safeguard measures applied

Sources: Park (2021), Kim et al. (2023), Deloitte (2023), OneTrust DataGuidance (2023c, 2023d) and Personal
Information Protection Commission (2023a).

5.3 However, South Korea’s legislative framework for data protection is
allegedly considered to be one of the strictest globally, and its high level of data
protection has been criticized for potentially obstructing the advancement of the
Fourth Industrial Revolution there.*® In June 2020, the South Korean
government announced the “Digital New Deal” envisaging accelerated transition
to a smart country by 2025 “based on data, network and Al infrastructure” while
addressing public concerns over data privacy and cybersecurity. In this
connection, PIPA was subsequently revamped in August 2020 and
September 2023 respectively to strike a better balance between using personal
data with adequate data protection and facilitating cross-border data flows, as

% The Fourth Industrial Revolution or Industry 4.0 refers to the rapid transformation in the
design, creation, operation and maintenance of the manufacturing systems made possible by
the advent of digital technologies such include Al, Internet of Things, big data and analytics,
and blockchain technology.
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well as achieving a higher degree of regulatory convergence with other advanced
places to promote local data economy. In addition to the above, the Special
Measures Act on Strengthening and Protecting Competitiveness of National
High-Tech Strategic Industry (“Special Measures Act”) was enforced in
August 2022 to enhance protection of non-personal data due to increased
industrial/corporate espionages.®® The salient features of current framework for
cross-border data regulation in South Korea are summarized below.

Requlatory reach

54 While PIPA does not explicitly spell out its territorial scope of
application, it is understood that personal data processed and transferred by a
foreign entity doing business in South Korea or providing services to its citizens
IS subject to its regulation. Meanwhile, non-personal data laws regulate
unlawful data transfer to foreigners and a foreign entity which has acquired a
local company following the completion of a merger/acquisition.®*

Sectoral data localization

55 Data localization requirements are mandated for certain sectors due to
national security considerations. First, location-based data and financial data
of individuals are sensitive ones that must be stored within South Korea.®?
Secondly, public agencies are required to use tailor-made cloud-based systems
provided by local companies only for the purpose of data storage. Most recently
in January 2023, global digital providers are allowed to offer cloud-based services
to the public sector but limited to system classified as low importance and being
subject to stringent pre-requisites like establishing a domestic data centre.
Thirdly, large foreign digital service providers must designate a domestic agent
in South Korea to ensure full compliance of PIPA.%

%0 See Park (2021), Park et al. (2023) and Shin & Kim (2023).

61 See OneTrust DataGuidance (2023a), Kim & Chang (2023) and Kim et al. (2023).

%2 Foreign companies can seek approval for exporting spatial data outside South Korea,
but there was no successful case over the past decade or so. See Park (2021) and
Deloitte (2023).

The requirement only applies to those foreign digital services providers (a) with total sales
above 1trillion won (HK$6 billion) or sales from digital services amounting to
10 billion won (HK$60 million) for the preceding year; (b) storing at least 1 million
domestic users’ personal data on an average daily basis in the three months immediately
before the end of the preceding year; or (c) caused or likely to cause a data breach incident
in violation of PIPA. In September 2020, PIPC directed seven global technology
companies like Microsoft, Facebook and TikTok to comply with this obligation. See Park
(2021), Korea IT News (2022), Giardini and Buza (2023) and KISA (undated).

63
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Consent-based regime for personal data transfer

5.6 Since 2011, South Korea has adopted a consent-based regime for all
personal data transfer within and outside its border. Put simply, data exporters
need to clearly state the transfer request to all data subjects involved when seeking
their separate consent for each matter in the extensive disclosure list of data
transfer. These include details of the offshore recipients, the purpose of transfer,
the particulars of personal data to be disclosed and the rights to refuse consent.
A contract will then be engaged with the overseas parties specifying technical
measures for data protection and redress of infringement though PIPC, which
unlike its counterparts in the Mainland and the EU, does not provide standard
clauses for the industry’s reference. Public organizations also need to conduct
a data protection assessment before a cross-border transfer.%

5.7 In response to frequent criticisms on the “extremely burdensome”
process of consent collection for data transfer, PIPC introduced a new mechanism
for cross-border data transfer without the need to obtain consent in October 2023,
with a view to achieve a higher degree of alignment with global practices at the
same time. According to the limited information available in the public domain,
the mechanism provides for three routes for permissible data transfer, namely
(@) an EU-like adequacy regime for data transfer to another jurisdiction with
“essentially equivalent levels of data protection” as under PIPA or engaging into
a treaty with South Korea for unrestricted personal data transfer;
(b) a voluntary certification scheme currently under development with
prescribed security measures for compliance; and (c) the transfer aiming for
entrustment or performance of a contract with the concerned data subjects.®
While no adequacy decision has been made yet, it is expected PIPC will soon
grant the decisions to the EU and the UK under the reciprocity principle as
both places issued adequacy status to South Korea in December 2021 and
December 2022 respectively.

64 See Asian Business Law Institute (2020), OneTrust DataGuidance (2023a) and Ryoo et al.
(2023).

PIPC provides for a number of elements for another jurisdiction to be considered for
permissible data transfer. These include (a) legal system of personal data protection;
(b) independent supervisory authority; (c) damage relief procedure; and (d) sufficient
guarantees of data subject’s rights when public authorities process their data. See
Personal Information Protection Commission (2023a).

See OneTrust DataGuidance (2023d) and Personal Information Protection Commission
(2023b).

65

66
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Pre-approval for transfer of national key technologies

5.8 Technology transfer involves the movement of data, designs,
Inventions, materials, software, technical knowledge or trade secrets from one
place or organization to another. MOTIE has designated at least 75 kinds of
“national core technologies” and “industrial technologies”®’ to be imposed with
additional protective measures for technology transfer to foreign countries
(e.g. setting protective areas and executing confidential agreements with
responsible personnel).  Their cross-border transfer is required to inform
MOTIE beforehand, while official pre-approval for those technologies funded
by the state is compulsory.

59 In August 2022, the South Korean government announced a new
category of “national high technologies” deemed with the most strategic
Importance to the country. In addition to being subject to more stringent
regulations like heavier penalties for violation of relevant rules, a holder of
“national high technologies” must obtain approval from MOTIE prior to
(@) exporting such technologies to foreign parties; or (b) being acquired
by/merged into a foreign company or entering a joint venture with a foreign
company. There are also regular audits conducted by the South Korean
government on the execution of security measures for data protection.
Moreover, MOTIE also designates specialized personnel to manage the
technology projects, who are subject to close supervision and scrutiny of their
personal and professional history (e.g. overseas employment and immigration
records). There are now 17 technologies in semiconductors, displays,
secondary batteries and vaccines falling under the category of “national high
technologies”.%®

Licensing system for transfer of trade secrets

5.10 On trade secrets not governed by the aforesaid regulations, a data owner
IS entitled to grant a licence to the users attaching with confidentiality obligations
and safeguard measures for the transfer. Both civil and criminal claims can be
pursued for any data breach.®®

%7 These technologies have high technological values and economic growth potential globally
and are important to national security of South Korea.

68 See Kim & Chang (2022), Lee & Ko (2022), Korea Legislation Research Institute (2013),
Korea Tech Today (2023) and & 3\ T £ K 3 & £} £ 12 2 0 5% F (2022).

%9 See Kim et al. (2023).
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Data access request from foreign governments

511 There have been no specific provisions governing the handling of data
access request from foreign governments so far. According to the general
provisions set out in various data laws in South Korea, it is understood that such
access request for personal data will only be accepted if (a) it aims to perform
an international treaty; (b) consent of the data subject concerned is obtained;
(c) the access is “justifiable” and not against social norms in case consent is not
given; or (d) the transfer does not violate laws in South Korea. As regards
non-personal data, these requests will be strictly assessed by MOTIE.™

Penalties

5.12 South Korea is among the few places globally imposing both fines and
Imprisonment for non-compliance of data laws.  On personal data, the maximum
fine amounts to 3% of the breaching company’s total sales revenue and an
imprisonment of up to 5 years under PIPA. Many considered the penalties to be
too harsh, and the South Korean government responded by amending PIPA in
September 2023 to remove certain criminal penalties for some offences such as
leakage of personal information due to data controllers’ failure to implement
mandatory security measures.

5.13 Meanwhile, penalties for non-personal data breaches were raised in
August 2022. While offences relating to “national core technologies” and
“industrial technologies” are liable to a fine of up to 1.5 billion won
(HK$9 million) and/or at least three years of imprisonment, penalties for the new
category of “national high technologies” increased to a maximum fine of
2 billion won (HK$12 million) and a minimum imprisonment term of five
years.”

Outcomes of cross-border data requlation

5.14 Recent efforts in optimizing data regulations in South Korea appear to
show mixed results over the past few years. According to a global study in
2023, South Korea topped an international ranking among 109 countries in data
governance thanks to its outstanding data protection laws, data management
frameworks and open data policy. " On law enforcement, at least
133 billion won (HK$798 million) was imposed on breaches of PIPA between

0 See Lee and Keh (2017).

"t See Baker Mckenzie (2022), The Korea Times (2023) and OneTrust DataGuidance
(2023¢).

2 See Global Data Barometer (2024).
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January 2021 and September 2023, while 93 leaks of industrial technologies to
foreign entities were detected from 2018 to 2022. Nonetheless, just two out of
33 offenders received jail terms and fines in 2021, underscoring the gap between
conviction and sentencing outcomes for industrial/corporate espionages. As
such, the Supreme Court has undertaken to review the sentencing guidelines
before March 2024.” As to the economic impact of data regulation in
South Korea, some studies estimated the declines in the country’s GDP and
international trade by 0.6% and 6.5% respectively due to stringent regulations of
cross-border data transfer. Also, there have been repeated calls from global
technology companies for further opening up specific data markets in
South Korea (e.g. mapping and cloud-based services).™

6. Observations

6.1 In Hong Kong, there are increasing public concerns on the adequacy of
cross-border data protection, as most of the provisions of PDPO focus on privacy
matters without specific regulations for sensitive data. Some stakeholders call
for enacting more “targeted” data security laws through drawing reference from
overseas practice to protect national security and strengthen Hong Kong’s status
as a global data hub. Meanwhile, the commercial sector emphasizes the need
for striking a proper balance between digital economy/innovation and security.
The Policy Statement recently issued by ITIB and the GBA Standard Contract
introduced as a joint initiative between the Government and CAC are generally
welcomed by commentators, though the benefits arising from these recent
measures remain to be seen.

6.2 The EU has put in place a “golden rule” of personal data protection
since the implementation of GDPR in 2018, followed by a gradual extension of
regulation to non-personal data in recent years. Overall, they set out relatively
well-defined conditions for data transfer, while restraining the use of official
security assessment and pre-approval in most circumstances.  Salient features of
current regulatory regime include (a) adequacy decision regime for
unrestricted data transfer to selected places; (b) safeguard measures for
conditional data transfer to non-adequate places; (c) additional protections for
exporting sensitive data; (d) seeking official opinion for data transfer relating to
national security; and (e) pre-approval and thorough evaluation of data access
request from foreign entities.

3 This might include review of the current sentencing guidelines under which eased
punishments are granted for first-time offenders and those who declare regret over
their crimes in particular. See Korea Tech Today (2023), The Korea Times (2023) and
OneTrust DataGuidance (2023b).

4 See Park (2021), Foreign Policy (2021) and Frontier Economics (2022).
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6.3 South Korea has overhauled its major data protection law, PIPA, since
August 2020 amidst criticisms against the “rigid” requirements over the past
decade or so. This is to better align with practice of advanced places and
promote local digital economy under a more balanced regulatory approach. The
current data protection system comprises key features of (a) consent-based
regime for conditional personal data transfer; (b) consent-free mechanisms
similar to the EU’s adequacy decision for unrestricted personal data transfer;
(c) pre-approval for exporting designated national technologies; (d) licensing
regime for usage of trade secrets; (e) prescribed conditions in handling data
access request from foreign governments; and (f) data localization requirements
in specific sectors.

Prepared by LEUNG Chi-Kkit
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Appendix 1

Regulation on cross-border data transfer in selected places

Hong Kong Mainland The EU South Korea
Cybersecurity General Data Personql
Law, Data . Information
Personal Data . Protection .
L . Security Law, - Protection Act,
1. Key legislation (Privacy) Regulation, Data K
Ordinance and Persqnal Governance Act Networ '.A‘Ct and
Information ’ Special

Protection Law

and Data Act

Measures Act

(a) Targeted entities

Collecting data
or established
in Hong Kong

Collecting data within its jurisdiction and/or providing
services to local citizens regardless of the place where
the entities are located

(b) Type of data

Personal data

Personal and
important data

Personal and
business data

Personal and
business data

2. Type of regulatory regime Voluntary Case-by-case Conditional Consent-based
3. Legal instruments governing outbound data transfer
(@) Adequacy decision x x v v
(b) International agreements x v v v
(c) Explicit consent x x v v
(d) Standardized contract x v v x
(e) Binding corporate rules x x v x
(f) Certification x v v v
Data assessed CII0O data and . National key
x . Sensitive data .
4. Security by regulator important data technologies
assessment
By data x Mandatory Mandatory Optional
exporter
5. Application of data localization requirements
Cloud-based
(a) Specific data/sector x C 10 data and Health-related | services, finance
important data
and map
(b) Storage & processing x 4 v v
(c) Handled by specialized < v < v
personnel
6. Request of data access from foreign governments
@) See!«ng regulator’s < Mandatory Da_lta related t_o Mandatory
advice national security
(b) Self-assessment x v v x
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Appendix 2

Global regulatory approaches for cross-border data transfer

A.2.1  The regulatory approaches for global cross-border data transfer can be
characterized as falling along a continuum from an emphasis on a free flow of
data to a focus on national security, and the features of the four broad categories
are as follows:

()

(b)

(©)

Securing access to data stored abroad: some developed places
like New Zealand, Singapore and the US allow domestic data to be
stored, processed and transferred internationally to facilitate free
flows of information, trade and innovation. However more
recently, some of them began to expand their regulatory reach
to require companies to turn over their data stored overseas
(e.g. online communication record) if necessary for law
enforcement;®

Requiring a copy of local data: some places like Australia and
Sweden merely request storing a copy of data (mostly personal
information of citizens) kept by specific sectors such as finance and
healthcare locally for supervision, without restricting its storage,
processing and transfer globally;®

Mandating local data storage and conditional transfer: with
growing awareness of the need for privacy protection in
recent years, more places like the EU, Japan and the UK now
mandate that data generated locally be stored within their borders.
To strike a balance between digital trade and security, they allow
leeway for cross-border data transfer under a set of clearly-defined
conditions.  These include (i) transfer to a “white list” of
designated countries with adequate data protection for unrestricted
cross-border data transfer; and (ii) transfer to non-recognized
countries under law-binding contracts or voluntary certification

@ For example, the US adopted the Clarifying Lawful Overseas Use of Data Act in
March 2018 to compel US-based technology companies via warrant to provide requested
data stored abroad to expedite investigations. This has aroused concerns from many
countries for possibly violating their data protection laws, and some have counteracted with
a ban on data access request from foreign governments. See Organisation for Economic
Co-operation and Development (2022a) and Frontier Economics (2022).

@ See Organisation for Economic Co-operation and Development (2022a).
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schemes which specify the compliance standards. The above
conditional transfer might not apply to sector-specific data
(e.g. finance and mapping) as some places like South Korea have
restricted foreign access to the data due to national security
concerns;® and

(d) Implementing full data localization and ad hoc transfer: for
places like India and Russia, they prioritize national security as
the most vital policy objective and require data storage and
processing to take place only within their borders and handled
by local citizens only (i.e. full data localization). In the same vein,
cross-border data transfer is forbidden in a vast majority of cases
and only permitted when an approval is obtained. Generally, law
enforcers will conduct a security pre-assessment for transfer of
(i) “sensitive” data (e.g. trade secrets and strategic technologies);
(if) data generated in key sectors like telecommunications; or
(iii) a large volume of personal data. For transfer of other types of
data, a law-binding contract stipulating legal consequences of data
protection breaches is usually required and the contract is subject
to regular review by relevant government authorities.®

A.2.2  For some governments, they might stand to benefit from enacting
barriers to data transfer that make it more burdensome and
time-consuming, if not illegal, to transfer data overseas. First on security,
the restriction is considered by some as the most feasible way to mitigate the risk
posed by foreign access to domestic data, which has been reinforced by
recent technological advancement and geopolitical rivalries. Secondly on
accessibility, the requirement to store data locally makes it easier for law
enforcers to access the data and detect criminal activities more quickly. Thirdly
on industrial policy, it may help boost domestic capacity in digitally intensive
sectors when MNCs are required to set up data centres for compliance with local
data protection laws.®

®  See Organisation for Economic Co-operation and Development (2021b) and Bernier et al.
(2022).

@ See Organisation for Economic Co-operation and Development (2022a, 2022b).

®  Data localization requirements generally stipulate that firms must store digital data in the
host country.  Storing digital data necessitates data centres where data is stored, managed
and processed on a network of high-performance servers that incur significant costs. See
Organisation for Economic Co-operation and Development (2020, 2022b) and Cory and
Dascoli (2021).
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A.2.3  However, the patchwork of data transfer restrictions across various
places has been criticized for generating “data protectionism” and
“regulatory fragmentation”, which in turn exert profound impact on global
development on several fronts. First on business operations, MNCs might be
caught between the data security laws in their home country and elsewhere, and
the resulting conflicting legal requirements might subject them to significant
compliance costs and uncertainty. Studies show that restrictive data policies
would reduce annual GDP of major economies by 1.5%-2.5% and the
world’s annual economic productivity by 4.5%.(®) Secondly on innovation,
data localization might create regional “data silos” which can disrupt data sharing
for global technology research and cooperation. Thirdly on policy
effectiveness, some question data laws may not pre-empt cyberespionage in view
of the possible use of encryption to bypass government surveillance of data and
adoption of remote access technologies to gain unauthorized access to the data
files. In the face of the above benefits and challenges associated with
cross-border data transfer restrictions, the recent global trend has seen more
governments becoming increasingly dynamic in their regulatory approaches to
constantly ensure they are striking the right balance between data protection and
economic efficiency.(”)

©®  See World Bank (2020) and Frontier Economics (2022).
(M See World Economic Forum (2023).
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https://www.tc260.org.cn/file/2022-01-13/bce09e6b-1216-4248-859b-ec3915010f5a.pdf
https://www.secrss.com/articles/32372
https://www.secrss.com/articles/55917
https://www.secrss.com/articles/55917
https://www.secrss.com/articles/55729
https://www.secrss.com/articles/55729
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